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WHY IS DIGITAL & ONLI
SAFETY IMPORTANT?
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POSTIVIE USE OF TECHNOLOGY

The Rivers CofE Multi Academy Trust
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ONE INTERNET MINUTE

https:.//www.youtube.com
/watch?v=VEc 7FtgScA



https://www.youtube.com/watch?v=VEc_7FtgScA

FACTS

The Rivers CofE Multi Academy Trust

Mobile Phone Ownership Internet Access in their Screen Time
by age of 7 own room (7-16)

3.5 hours
per day

ChildhOOd 2020: new independent report http://www.childwise.co.uk/uploads/3/1/6/5/31656353/childwise_press_release_-_monitor_2020_-_immediate_release.pdf



CHILDREN’S PERSPECTIVE

The Rivers CofE Multi Academy Trust

&® When people are nice in games.
Getting nice messages and THE THINGS THEY LOVE:
comments.

*

Giving and
receiving support




What does your child love doing T
online? . @° WFIF" 17

What services and devices do they

FIFA

ﬂﬁiﬂwm ‘—'9

WiKIPEDIA

‘The Free Encyclopedia

B YouTube

The online world can be exciting and inspiring. It has lots of opportunities to offer
young people. However it is important to manage and minimise the associated
risks.




CURRICULUM
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CURRICULUM

COMPUTING CURRICULUM PSHE LESSONS

KS1 rules for and ways of keeping physically and
emotionally safe (including safety online,
Use technology safely and respectfully, the responsible use of ICT, the difference

between secrets and surprises and
understanding not to keep adults’ secrets;
road safety, cycle safety and safety in the
environment (including rail , water and fire
safety))

keeping personal information private; identify

where to go for help and support when they
have concerns about content or contact on
the internet or other online technologies.

KS2
strategies for keeping physically and

emotionally safe including safety
online(including social media, the
responsible use of ICT and mobile phones)

Use technology safely, respectfully and
responsibly; recognise
acceptable/unacceptable behaviour; identifflla

range of ways to report concerns about
content and contact

EVENTS

We hold e-safety days, assemblies and
embed our use of online and digital safety

into many areas of the curriculum.
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WATCHING VIDEOS




WATCHING VIDEOS

The Rivers CofE Multi Academy Trust

https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/



YOUTUBE

Consumer vs. creator

l’

- .
— a» www.justinguitar.com



YOUTUBE KIDS

https://www.youtubekids.com/

Choose a content experience for your child

Your selection impacts the types of videos available in YouTube Kids

Preschool Younger
Ages 4 and under Ages5-7

Preschool

Content recommended for kids ages 4 and under

Get a parent to set up YouTube Kids

LEARN MORE

Kids can watch videos that promote creativity, playfulness, learning, and exploration.
Our systems work hard to exclude content not suitable for kids in preschool, but not
all videos have been manually reviewed. If you find something inappropriate that we
missed, you can flag it for fast review.

Q Search results are limited to content recommended for kids 4 and under.

BACK SELECT
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AGE RESTRICTIONS

ALODO

If you want to check
what type of content
is in a specific film, you

can look up the film’s
ratings info on the BBFC
website or BBFC app.




PLAYING GAMES




e —
COMMUNICATING WITH STRANGERS

Young people are twice as likely to
talk to people they know while
gaming than those they only know
through playing the game (34% 8-
11s, 53% 12-15s)




RISKS

o Chatting with people they WITH THEM
don’t know to understand how they talk online, who they talk to online and what you’re comfortable with.

TALK TO THEM
about the games they play, who they talk to and how.

o Inappropriate or
unmoderated chat

USE FAMILY CONTROLS

o Requests to chat in to manage, limit or turn off in-game chat. Have a family email account that they use to sign up

private to any games and for you to check in game purchasing.
o Offering gifts or trades ENCOURAGE REPORTING
of inappropriate chat in game and anything in the game makes them feel worried or
uncomfortable.
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INTERNET MATTERS

Gaming advice by age

Parents' guide:
Gaming advice
to support

Parents’ guide
Gaming advice
to support
pre-teens

Pre-school
children

What to think about:

Gaming guide for pre- Gaming guide for pre-
schoolers teens

Parents’ guide:
Gaming advice
to support

Gaming guide for teens
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AGE RESTRICTIONS

18

o

BAD LANGUAGE  DISCRIMINATION DRUGS ONLINE




FAKE NEWS




FAKE NEWS

@foxnewspolitics

| foxnewspolitics &

BREAKING NEWS: President

@ BarackObama assassinated, 2 gunshot
wounds have proved too much. It's a sad
4th for #america. #obamadead RIP

1 hour ago via web



DO YOU BELIEVE EVERYTHING YOU READ ONLINE?

Sport Weather iPlayer v Radio

i This page has been archived and is no I
Find out more about page archiving.

o £y'm17tkm you've ever Wﬂ«ntcﬂ( 7 )
: About 61/6717 ex;ylarer w"fw ever 19

History

Home ExplorersAtoZ- Treasure Hunts Webquest- For Teachers- About- Search

Ancient History | Brtish History | Word Wars | Historic Figures | Family History | Hands on History | History f

Selected biographies of

- / historic figures featured on
. 2 - bbc.co.uk/history.
3 / -
Explorers: Atel m o

Search by surname

-~

Napoleon Florence Martin Luther William
Bonaparte Nightingale King Shakespeare
Which country Which war did Which year did When was his
was Napoleon Florence make Martin win the first folio

Emperor of? her name in? Nobel prize? published?
About This Site
4 v 1 ) =

ABCDEFGHIIJKLMNOPQRSTUVWXYZ

www.allaboutexplorers.com/

www.bbc.co.uk/history/historic figures/



http://www.allaboutexplorers.com/
http://www.bbc.co.uk/history/historic_figures/

CYBER BULLYING




e —
CYBERBULLYING

50%

of children say
someone has been

25%

of chidren wil

expenence
cyberbullying

nasty online




WHAT IS CYBERBULLYING?

Cyberbullying is bullying which takes
place online or using technology. It
is important that young people
know what to do if they or their

friends are the victims of
cyberbullying.

Cyberbullying can happen in may
different ways including unkind
messages or comments, the sharing
of embarrassing photos or exclusion
from group chats.

Children need to understand their
online actions can be just as hurtful
as offline actions and that seeking to
deliberately hurt or upset someone
is always unacceptable
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ADVICE ON CYBERBULLYING

Discus cyberbullying with your child — teach the importance of online respect and make sure they know they can talk to you if they

have any worries or concerns.

If they are a victim of this type of behaviour:
Don't deny your child access to a device

] Do save the evidence \ _ _
or service. They may feel punished when

Bl Do reportto your school/ the police they're already the victim.

K [Z]1 Don'tretaliate.

{:} Do use online tools to report and bloc
the perpetrator.




SOCIAL MEDIA
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SOCIAL MEDIA

48%

of secondary school
children have talked to
strangers on social
media




i

Children need to be aware of the
impact that their online activity can
have on both themselves and other
people, and the digital footprint that
they create on the internet.

CONDUCT

£

It's easy to feel anonymous online
and it's important that children are
aware of who is able to view, and
potentially share, the information
that they may have posted.

When using the internet, it's
important to keep personal
information safe and not share it
with strangers.




AGE RESTRICTIONS
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HOW CAN YOU
SUPPORT CHILDREN
AT HOME?
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UNDERSTANDING APPS, SITES, GAMES

(%Y | ) | ale

|
VIEWING SHARING CHATTING FRIENDING
What kinds of content What can you share? Who can you talk to? Who can you be friends

do you see? How? Where? with?
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TOP TIPS AT HOME

OPEN CONVERSATIONS

To be able to have open
conversations with children about
what they do online.

PARENTAL CONTROLS

E Thinking about what filtering and
privacy settings can be enabled?

UNDERSTANDING THE RISKS

Understand the Risks and keep
them in proportion

A HEALTHY BALACNE

Screen time and using technology

purposefully.




An open and honest
dialogue with your
child is absolutely

key.

Talk to them about
their internet use and
let them know they
can talk to you.

OPEN CONVERSATION

www.childnet.com/parents-and-carers/have-a-conversation




/ What do you like
mos! about the
internet and why?
What$ your faovourite

K gome/opp/site?

/ Do you like to be creative online? \
What have you created?

(It could be anything from a picture or
video to creating their own games, sites

\ or apps.)

CONVERSATION STARTERS

)
Do you hove ary
tips for how 1o be What could you do if someone
positive and show online is making you o
respect onine? SOMeone you know feel

The internet offers
brilliant opportunities for
making connections with

warred or upset?

»

others. Who do you like How might you know if you ore How does the
to keep in touch with using the internet/lechnology internet moke you

online and what apps/- oo ol feel? Do different
services do you use? opps/gomes mokes

o you feel ditferently?

-~
\

Do you know where fo go for ™\

& heiy where 10 find safety \ Help me!

advice and how 10 use sofety Con your child show you how 1o
looks on your favourite cpps / do somethirg betier/soler criine®

\“fv/\/ %
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PARENTAL CONTROLS matters.org

In partnership with

internet

More than nine in ten parents of 5-15s who use parental

9/10 control software consider it useful * =

Smartphones and other devices Entertainment & Search engines

| v

Select the device from the dropdown list Select the device from the dropdown list
| v]

VIEW ALL VIEW ALL

H o
G

Broadband & mobile networks Social media

Select the device from the dropdown list ‘ Select the device from the dropdown list ‘

=N
T

| v] | v]

VIEW ALL VIEW ALL




UNDERSTANDING THE RISKS

92k deSPfCIC Net Aware Q Search = Menu
et's keep kids safe online

Apps, games and
social media sites

We've reviewed the most popular apps, games
and social media sites your kids are using.




MARING A REPORT

Look out for these symbols on the post,
comment or user profile you want to report

Fill out the form with as much detail as
possible and press send to inform the
platform's safety team.

n e ume your feedback 10 help on lesm when
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A HEALTHY BALANCE




SUMMARY




Think Before Knowing what'’s OK to share on the internet and what's not
you Share
Checkit’s Spotting the clues for what's real, fake, misleading or a scam online
For Real
Learning how to keep information secure online and create strong passwords
Respect Understanding what it means to be kind online and respect other people’s privacy
Each Other
When in Asking for help from a parent or trusted adult with tricky situations online

Doubt, Discuss
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b Maths - Thursday - Pages 22,23,24,25

Maths - Thursday - Pages 22,23,24,25

Upload today's maths work here. Remember to exchange 1 ten for 10 ones if you don't have enough ones

to subtract.
When using number lines, jump back to the next ten, then subtract any extra.
Good luck!
08:55 Fri9 Oct = . 100% .- -
i 20 R , 0 Waiting f /al, 9 Not Responded Add Responst
X English - Tuesday - The Present - Lesson 1 HEoes S0 s e pioa o oo () Add Response
B Assigned on: 8 Oct 2020
8 Assigned to: Alana, Artur, Ava-grace, Charli, Chioe-Mai, Darcey, Hattio, Henty, Henvy, saac, s, vy, vy, Jack, Jakub, Jasper, Joshua, Jude, Liam, Mille, Mol Nosh, Pearl 45 more
b 1 ,-;, English - Tuesday - The Present - Lesson 1 Vo s
| s
g - 5 Part 1:
o 1. Watch the video of ‘The Present’ on Vimeo https://vimeo.com/152985022 or on YouTube https://

» www.youtube.com/watch?v=WjqiU5FgsYc&t=11s&ab_channel=ThePresent

T e N 2 activity to your journal.

st s 3. Use the T teol to write what the boy and the puppy are thinking during each part of the story. Include
i and excl i

4. Use the ’ tool to record your voice for the two characters. Make sure that you use expression!

08:56 Fri9 Oct The Boy Event The Puppy J
X TUESDAY - Digraph ch Word Sort PR SN Nopgy & N 1/2

The boy operns the

heloved it wos

happywiththe | box and the puppy
o | pops s head out.

Part 2:

On the next page, answer the following questions:

Why do you think the boy’s mum bought him the puppy?
Was it a good idea?

TUESDAY - Digraph ch Word Sort

What other items would have been a good present? = 7
Why do you think the boy’s feelings changed? Tap add response button onnoyed and
: s & Tap the link to watch, listen and sing along to th ( 0 """"‘""";.‘"
P Play Instructions (00:41) Tap the label tool to sort the words into the two ouppy didnt t
‘ch have | paw
- _— SR # Tap the microphone tool to read your words N
esponses, 0 Waiting for Approval, 8 Not Responded Tap the pause tool to end your recording annoyed The pugpy rolls the
@ Tap the green check to upload your work to your becousehe ) | i) 4t the boy’s foot
J) Goesnt wont »
BB Assigned on: 6 Oct 2020 1o play 4
) : B Play Instructions (00:39) -~
M8 Assigned to: All Students in Year 3 A
W enolsh e
1 Response, 0 Waiting for Approval, 0 Not Responded Add Response Aony 0ot cute, The puppy gets | |
5p g for Appr P P
& Template attached | etyert ¥ | stuckin the boxand |
BB Assigned on: 6 Oct 2020 b otog_of Ao
8 Assigned to: Charlie —
[ Spvech ond Languape e |/
rrames V71| The boy takes the
& Tomplate attached s | wperens “) | puppyoutto play.
e |
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Q&A




RESOURCES

I partnership with
internet 2\ Childnet
matters.urg @ Q‘: International

s)parentzone _
Your guide to the o p The experts in digital family life - .a .[(. »
social networks Dlgl dl '} |

e Parenting

Net Aware)))
O, ® NSPCC (

Let’s keep kids safe online

Vodafone " T n
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